GLS

Parcels to People

Privacy Policy of General Logistics Systems Germany GmbH
& Co. OHG

With the following information we would like to give you an overview of the processing of your personal
data by General Logistics Systems Germany GmbH & Co. OHG and your rights under the applicable data
protection laws. Which data is processed in detail depends on the websites and services you use. In
addition to general information, you will find a detailed description of the data processing for all services.

1 General information

1.1 Applicable data protection laws

General Logistics Systems Germany GmbH & Co OHG (hereinafter referred to as "GLS Germany", "we" or
"us") processes your personal data in accordance with the provisions of the EU General Data Protection
Regulation (GDPR), the German Federal Data Protection Act (BDSG), Telecommunications Digital Services
Data Protection Act (TDDDG) and the Postal Act (PostG).

1.2 Security of personal data

GLS Germany protects your personal data against loss and misuse through appropriate technical and
organisational security measures. We reserve the right to improve these security and data protection
measures as necessary.

When you send us an e-mail, it passes through the servers of the respective providers on the Internet,
on which we have no influence. It is therefore possible that the e-mail is transmitted between these
servers without encryption, so that it can be read by third parties.

1.3 Contact details of the controller and the data protection officer

Controller for the data processing according to Art. 4 (7) GDPR or provider of digital services to § 2
TDDDG is:

General Logistics Systems Germany GmbH & Co. OHG
GLS Germany-Str. 1-7

36286 Neuenstein

Phone +49 (0) 6677 646 907 000
service@gls-germany.com

You can reach our company data protection officer at:

General Logistics Systems Germany GmbH & Co OHG
Data Protection Officer

GLS Germany-Str. 1-7

36286 Neuenstein

datenschutz@gls-germany.com

1.4 Personal Data

Personal data is information about the personal or factual circumstances of an identified or identifiable
natural person (data subject). This includes data such as name, address, telephone number and e-mail
address.
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Information that cannot be linked to an identified or identifiable natural person - such as anonymised
data or aggregated data - is not personal data.

1.5 Legal bases for data processing
The processing of personal data is lawful if one of the following legal bases applies:
Consent (Art. 6 (1) lit. a GDPR):

The processing of personal data for one or more purposes is lawful if you have given us your consent in
advance. Given consent can be withdrawn at any time with effect for the future. The withdrawal does not
affect the lawfulness of the processing carried out until the withdrawal. This also applies to the
withdrawal of consent given to us prior to the application of the GDPR, i.e. prior to 25 May 2018.

Fulfilment of contractual obligations or implementation of pre-contractual measures (Art. 6
(1) lit. b GDPR):

In order to be able to fulfil our contractual obligations towards you or to initiate a contract, we also
process personal data. The purposes of the data processing result from the respective contract (e.g. sales
contract).

Due to legal requirements (Art. 6 (1) lit. c GDPR):

GLS Germany is subject to legal obligations, such as retention requirements under commercial or tax law
in accordance with the German Commercial Code (HGB) or the German Fiscal Code (AO).

Legitimate interest (Art. 6 (1) lit. f GDPR):

Where necessary we process your data to protect our legitimate interests (e.g. to ensure IT security and
IT operations).

1.6 Data transfer, recipients and third country transfer

Within GLS Germany your data will be accessed by those employees who need it to fulfil contractual and
legal obligations. External service providers and agents used by GLS Germany may also receive data for
these purposes, provided that they comply with the applicable legal provisions.

The parties who may receive your personal data include group-affiliated service providers and carefully
selected non-group affiliated service providers who are contractually obliged to provide services on behalf
of GLS Germany. GLS Germany has entered into appropriate contracts with these parties regarding data
protection.

We only transfer your personal data to other recipients if this is required by law, you have given your
consent or we are otherwise authorised to transfer the data. If one of these conditions is met, public
authorities (e.g. law enforcement agencies) may receive personal data.

Personal data will only be transferred to a country outside the EU (third country) if this is expressly
indicated within the scope of the respective service or if the commissioned service provider is based in a
third country and the legal requirements for this are fulfilled. In this case, we base the third country
transfer on one of the following legal instruments:

e Adequacy decision of the EU Commission for the respective third country

e Agreement on EU standard contractual clauses and additional measures if necessary.
e Binding Corporate Rules

e An exemption as described under Art. 49 GDPR
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GLS Germany stores personal data in accordance with statutory regulations on data processing and in
compliance with legal retention periods as long as necessary for the respective purpose. We determine
the duration of data storage in accordance with the following requirements:

e Operational requirements: The storage period required for operational processes.

¢ Legal requirements: Retention periods under commercial or tax law, e.g. resulting from the
German Commercial Code (HGB) and the German Fiscal Code (AO).

After the defined retention period has expired, the data is deleted or destroyed. Detailed information on
the retention period for specific processing operations can be found in the following sections.

2 Information for consignors and consignees

2.1 Parcel shipping

Data collected:

Consignor data: Given name, surname, address, contact details, bank details

Consignee data: Given nhame, surname, address, postcode, city, country.

Delivery data: Surname and signature of the consignee, timestamp.
In case of absence of the consignee: surname and signature of the alternative consignee.

In case of collection from GLS ParcelShop: surname and signature of the consignee or authorised
representative. If you authorise another person to collect your parcel, we will collect the person “s given

name, surname and address.

Permission of deposit: (one-time or permanent permission of deposit, the latter is valid until
withdrawal): Given name, surname, address, postcode, city and location of deposit.

For certain shipping services, additional personal data is required to fulfil the contract:

Service name:

Personal data

Data subject

Purpose

e-mail address

Pickup contact

FlexDeliveryService e-mail address Consignee Information about the
scheduled delivery via e-mail
In case of alternative Alternative Delivery to the alternative
delivery: name, consignee consignee
address
CashService (COD) bank account details Consignor Payment of amount to
consignor
ShopDeliveryService e-mail address or Consignee Information about planned
mobile phone no. delivery to the selected
ParcelShop via E-Mail or SMS
Pick&ReturnService, pickup address Consignor For parcel pickup
Pick&ShipService (who is not
customer)

Information about planned
pickup

DeliveryAtWorkService | department, contact Consignee Delivery to the selected
person, phone no. department or to consignee’s
workplace
IdentPINService PIN code, birth date Consignee For secure identification of

the consignee by the delivery
driver
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Legal basis:
Fulfilment of contract with the customer (Art. 6 (1) lit. b GDPR)

The legal basis for the processing of consignee data is Art. 6 (1) lit. e GDPR in conjunction with Section
68 (3) of the German Postal Services Act (PostG), because the guarantee of a functioning postal system
represents a special public interest. The same legal basis applies to the processing of alternative
consignee data because the collection is necessary to ensure proper delivery of a postal item.

As far as necessary we process your personal data beyond the fulfilment of the contract to protect our
legitimate interests (Art. 6 (1) lit. f GDPR). This includes processing for the purpose of credit assessment,
quality management, complaint and claims management as well as for controlling purposes.

As a company we are also subject to various legal requirements (Art. 6 (1) lit. c GDPR), such as the
fulfilment of checking and reporting obligations under tax law, customs requirements for exports to non-
EU countries and audit obligations under the Foreign Trade and Payments Act.

Storage period:

The above data will be stored for 10 years. The storage period begins with the following year of the
parcel shipping. The data of the permission of deposit will be stored for three years after withdrawal in
case of claims for loss or damage.

Data transfer:

The above consignee data and, if applicable, the data from the permission of deposit will be transmitted
exclusively to the subcontractor commissioned with the delivery. Use for other purposes, in particular
forwarding to other third parties, is excluded.

When sending parcels to other countries (export), the required consignor and consignee data is
transmitted to the respective GLS company or partner company in the destination country.

The transfer is made to fulfil the contract with our customer (shipper/client). In case of shipping to a
non-EU country, the legal basis for the data transfer is Art. 49 (1) lit. b) GDPR (for consignor) or lit. ¢ (for
consignee).

2.2 Responsibility

Compliance with applicable data protection provisions regarding consignor, consignment and consignee
data is an original obligation of GLS Germany. The transfer of such data to GLS Germany by the customer
for the purpose of fulfilling the contract does not constitute a processing of data on behalf of the
customer.

For additional services such as the FlexDeliveryService and the ShopDeliveryService, the consignee’s
e-mail address or telephone number is required in order to inform the consignee about the status of the
delivery. GLS Germany receives this data from the customer (client) who orders these services.

The client is responsible for the proper collection of this data and in particular for the consignee’s consent
to the transfer of his/her telephone number and/or e-mail address to GLS Germany.

For the Pick&ReturnService or Pick&ShipService, the client may provide the e-mail address of the
pick-up contact (see above). GLS Germany receives this data from the client. The client is responsible for
the proper collection of this data and in particular for the consent of the pick-up contact to the transfer of
his/her e-mail address to GLS Germany.

If you have any questions about these procedures, please contact your contractual partner (the consignor
or the client of a collection). You can also withdraw your consent from GLS Germany. In this case please
use the contact details of the GLS Germany data protection officer (see section 1.3).
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2.3 Alternative delivery via notification card

Data collected:
Consignee data: Date, name, street, house number, postcode, city

Selection: delivery on next working day, at neighbour, to ParcelShop or GLS depot

Collection authorisation: First and last name of the authorised person, street, house number,
postcode, place of residence, first and last name of the authorising person, place, date, signature of the
authorising person.

Legal basis:
The data is required to carry out the delivery (time and location) according to your order (fulfilment of
contract according to Art. 6 (1) lit. b) GDPR).

Storage period:
The above data is scanned from the notification card and stored together with the other parcel data for
10 years.

Data transfer:

The above consignee data will be transmitted exclusively to the subcontractor commissioned with the
delivery and to the selected ParcelShop if applicable. Use for other purposes, in particular forwarding to
other third parties, is excluded.

2.4 Customer satisfaction surveys

GLS Germany measures the satisfaction of its consignors and consignees by voluntary surveys in order to
continuously optimise its services.

Data collected:

e Net Promoter Score (NPS): This determines the probability of recommending the company and its
services to others. Optionally, an open opinion poll follows.

e Customer Effort Score (CES): This measures the service experience for a GLS Germany service.
Consignors and consignees use it to rate the ease of use of GLS services on a scale from "very
difficult" to "very easy".

Legal basis:
The data is collected on the basis of your consent (Art. 6 (1) lit. a GDPR) through voluntary participation

in the survey.

Storage period:
The survey data will be stored for 12 months.

Data transfer:
The data will not be transferred to a third country.

2.5 Contact with our customer service

If you contact our customer service by phone, email, or post, we process your personal data in order to
handle your inquiry.

When contacting us by phone, you have the option to speak with our AI-powered digital assistant. You
may end the conversation at any time and remain in the queue to speak with a service representative. If
you speak directly with one of our employees, we may ask for your consent to listen in on the
conversation for training and quality assurance purposes. Please note that no recording takes place.

For inquiries submitted via our contact form, we use an artificial intelligence (AI) solution provided by
novomind AG. This system supports our staff by generating automated content summaries and tone
analyses to help respond to inquiries more efficiently and in a more targeted manner.
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Data Collected:
e First and last name
e Address
e Parcel number / tracking ID
e If applicable, telephone number
e E-Mail address
e Content of your inquiry
e Date and time of communication
e When using the digital assistant: transcript of the conversation

Legal Basis:
e Art. 6(1)(b) GDPR, if the processing is necessary for the performance of a contract or to take
steps prior to entering into a contract.

e Art. 6(1)(a) GDPR, if you have given explicit consent to allow your conversation to be
monitored for training or quality assurance purposes.

e Art. 6(1)(f) GDPR, if no contractual relationship exists, but we have a legitimate interest in
processing your inquiry, particularly in connection with deliveries, collections, or complaints.

The use of the contact form or telephone support is voluntary. However, we cannot process your request
without processing your personal data.

Retention Period:
e Business correspondence is stored for six years in accordance with statutory retention
obligations. The retention period begins at the end of the calendar year in which communication
took place.

e Text-based inputs from the digital assistant are stored for quality assurance purposes and deleted
no later than 30 days after collection.

e Content processed by the Al via the contact form is stored only as long as necessary to handle
the respective inquiries. There is no permanent storage of the analyzed content.

Right to Object:

If the processing is based on Art. 6(1)(f) GDPR, you have the right to object to the processing of your
personal data at any time on grounds relating to your situation. We will review your objection and inform
you of the outcome.

Data Transfers:
Your data is not transferred to third countries unless such transfer is necessary for the shipment of a
parcel to or from a third country (except under Art. 49(1)(c) GDPR).

Service Providers:
Customer service is provided by GLS Verwaltungs und Service GmbH, GLS Germany-StraBe 1-7, 36286
Neuenstein. We use the following service providers to process your inquiries:

e novomind AG, Bramfelder Chaussee 45, 22177 Hamburg (Al-supported processing of contact
form inquiries)

e MUUUH! Next GmbH, Lotter StraBe 47-48, 49078 Osnabrick (provision of the digital assistant
for telephone support)

We have concluded data processing agreements with all service providers in accordance with Art. 28
GDPR to ensure compliance with data protection regulations.
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3 Information for potential customers

GLS Germany occasionally purchases commercial address and contact data (telephone numbers and e-
mail addresses) from reputable address dealers. This data is used to contact potential new customers
(consignors) in the B2B sector by telephone, post, e-mail or other means and to request the demand for
parcel services.

If you are contacted in the context of such a campaign and do not wish to be contacted any further,
please inform us directly in the telephone call or write to the contact address given in each case. We will
then put your address on a blacklist so that future contact for advertising purposes is omitted.

Data collected:
Surname, given name, company (if applicable), street, house number, postcode, city, country, telephone
number (if applicable), e-mail address and website.

On first contact, the following data may be requested: potential parcel quantity, products
(standard/express) and services, destination countries, weight and volume structure.

Legal basis:
If we have received your address data from an address trader, it will be used on the basis of your

consent given to the address trader (Art. 6 (1) lit a GDPR).

Storage period:
The storage period for potential customer addresses is normally two years. In the case of acquisition

campaigns, storage is limited to the duration of the respective campaign.

Data transfer:
There is no data transfer to a third country.

4 Information for applicants

4.1 Accountability

The joint data controllers pursuant to Art. 4 (7) GDPR or providers digital services to § 2 TDDDG for data
processing in the context of the application process are:

¢ General Logistics Systems Germany GmbH & Co. OHG
e GLS IT Services GmbH
e GLS Verwaltungs- und Service GmbH

all business resident at GLS Germany-Str. 1-7
36286 Neuenstein
Germany

e DER KURIER GmbH & Co. KG
Ddrrwiese 2
36286 Neuenstein
Germany

¢ OverNight Express & Logistics GmbH
Wendenstrasse 349
20537 Hamburg
Germany
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e General Logistics Systems B.V.
Breguetlaan 28-30
1438 BC Oude Meer
The Netherlands

ALURRRNY

(in this section 4: ,the controllers®™, “we"” or “us”)

4.2 Application information

By applying via the website https://careers.de.gls-group.com/en, by e-mail or by post to one of the
controllers, you provide the respective company with your personal data for the purpose of processing
and reviewing your application. We store all data you provided in your application in our applicant
management system.

4.3 Data in the applicant management system

For the recruiting process, the controllers use an applicant management system from Haufe-Umantis AG.
Your data is therefore stored and processed on systems of Haufe-Umantis AG. We have closed a data
processing agreement pursuant to Art. 28 GDPR to comply with data protection regulations.

Data collected:
Salutation, given name, surname, e-mail address, registration password (if applicable), salary
expectation, curriculum vitae (CV) and details of how you became aware of us.

We obtain additional personal data by voluntary provision of your telephone number, address data,
photo, letter of motivation or references.

Legal basis:
Your applicant data is processed for the purpose of initiating an employment contract with you (Art. 6 (1)
lit. b GDPR).

In addition, the persons responsible process your personal data for statistical purposes (reports) in
anonymised or aggregated form in order to protect legitimate interests (Art. 6 (1) lit. f GDPR).

Storage period:
If you take up a job with one of the controllers, your applicant data will be filed in your personnel file.

Rejected applications are stored for six months. The period begins with the date of completion of the
respective application process.

Data transfer:
Our service provider Haufe-Umantis uses sub-processors in Switzerland. An adequacy decision of the EU
Commission exists for this country.

4.4 Talent pool

Data collected:
If you consent to this, your personal data listed under 4.3 will be stored in the so-called talent pool.

Legal basis:
The storage of your personal data in the talent pool is based on your consent (Art. 6 (1) lit. a GDPR).

Storage period:
You have the option of deleting your data (profile and application) at any time. Otherwise, the data will
remain in the talent pool for 24 months and will then be anonymised.

Data transfer:
Our service provider Haufe-Umantis uses sub-processors in Switzerland. An adequacy decision of the EU
Commission exists for this country.
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4.5 Communication via WhatsApp

You can contact us via WhatsApp for initiating an application.
Data collected:

Mobile phone number, contents of communication

Legal basis:

The processing and storage of your personal data for contacting you as part of the application process is
based on your consent (Art. 6 (1) lit. a GDPR).

Storage period:
The data transmitted to us via WhatsApp will be stored for 90 days.
Data transfer:

If you have consented that we may contact you via WhatsApp, the data described below will be
transmitted to WhatsApp Inc. WhatsApp has enabled end-to-end encryption so that the transmitted
content is only accessible to you and us.

However, WhatsApp may collect so-called metadata (who communicates with whom and how often).
WhatsApp Inc. also processes personal data including metadata on servers in countries outside the EU
(e.g. in the USA). WhatsApp shares this data with other companies within and outside its group of
companies. For more information, please refer to WhatsApp's privacy policy. The controllers have neither
precise knowledge nor influence on the data processing by WhatsApp Inc.

4.6 Video interviews

As part of the application process, we also conduct video interviews. For this we use a solution from
service provider Cammio GmbH, Philipp-Franck-Weg 19, 14109 Berlin. In order to ensure compliance
with data protection regulations, we have concluded a data processing agreement pursuant to Art. 28
GDPR with Cammio GmbH.

Data collected:
Video recordings of the answers

Legal basis:
The legal basis for processing your data from the video interview is your consent (Art. 6 (1) lit. a GDPR).

Storage period:

The video recordings will be automatically deleted in a non-recoverable way six months after the end of
the selection procedure for the respective position. If you withdraw your consent, the video recordings
will be deleted earlier.

Data transfer:

Cammio GmbH is a subsidiary of Cammio B.V., Lange Houtstraat 13, 2511CV The Hague, The Netherlands.
It uses cloud infrastructure in the EU provided by Amazon Web Services (AWS), 410 Terry Ave North,
Seattle, WA 98109-5210, USA. Cammio B.V. has closed EU Standard Contractual Clauses with AWS.

4.7 Contact Form Careers Page

Data collected:
Given name, surname, address, telephone number, e-mail address, text of your request

Legal basis:
If you use the contact form, the data you enter will be collected and stored for the purpose of processing
your enquiry (legitimate interest according to Art. 6 (1) lit. f GDPR).
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Storage period:
The enquiries are stored for six years in accordance with the requirements of commercial law (§ 257
HGB).

Data transfer:
There is no data transfer to a third country.

5 Information for ParcelShop partners

5.1 Application as ParcelShop partner

Data collected:

If you apply to become a ParcelShop Partner of GLS Germany, we require the following information from
you: Surname, given name, company (if applicable), street, house number, postcode, city, country,
telephone number, e-mail address and website (if applicable).

Legal basis:
The data is processed for the implementation of pre-contractual measures (Art. 6 (1) lit. b GDPR).

Storage period:
If no ParcelShop contract is concluded, your data will be deleted no later than 2 years after the
conclusion of the procedure.

Data transfer:

For ParcelShop administration we use a CRM-solution of SugarCRM Inc., 10050 N. Wolfe Rd. Wolfe Rd,
Suite SW2-130, Cupertino, CA 95014, USA. We have concluded the EU standard contractual clauses with
the provider.

5.2 Fulfilment of ParcelShop contract

Data collected:

If the ParcelShop contract is concluded between you and GLS Germany, we require further data for the
performance and settlement of the contractual relationship: Your tax number/sales tax identification
number and your bank details. To prove that a business exists, we request a copy of your business
registration and, if applicable, an extract from the commercial register.

Legal basis:
The data is processed for fulfilment of the contract (Art. 6 (1) lit. b GDPR).

Storage period:
Your data will be kept for 10 years after termination of the ParcelShop contract.

Data transfer:

For ParcelShop administration we use a CRM-solution of SugarCRM Inc., 10050 N. Wolfe Rd. Wolfe Rd,
Suite SW2-130, Cupertino, CA 95014, USA, with which we have concluded the EU standard contractual
clauses.

5.3 Searching for a ParcelShop

To make it easier to find your ParcelShop, its address will be published or displayed as a search result on
the following websites and applications: ParcelShop Search on GLS Germany websites (www.gls-

group.com, www.gls-pakete.de), in the GLS app, on internet directory services (e.g. Google Maps, Yellow
Pages, public phonebooks) and in the web shops of GLS customers who offer the ShopDeliveryService.

Data collected:
Surname, given nhame, company if applicable, street, house humber, postcode, town, country, opening
hours if applicable.
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Legal basis:
The data processing is based on our legitimate interest (Art. 6 (1) lit. f GDPR).

Storage period:
The published ParcelShop data will be deleted after termination of the ParcelShop contract.

Data transfer:
In principle, the ParcelShop Search can be used from any Internet access worldwide. Data transfer to a
third country only takes place if the ParcelShop information is retrieved from there.

6 Information for suppliers

6.1 Application as a supplier

Data collected:

If you apply to become a GLS Germany supplier, we require the following information from you or the
contact person: Salutation, surname, given name, company if applicable, street, house number,
postcode, city, country, language, telephone number, fax, e-mail address and website if applicable,
participation in COUPA, VAT identification number, tax number, D-U-N-S, bank details, terms of payment
and delivery, information on the products and services you offer and on quality and environmental
management.

Legal basis:
The data is processed for the implementation of pre-contractual measures (Art. 6 (1) lit. b GDPR).

Storage period:
If no contract is concluded, your data will be kept for 6 years in accordance with the legal retention
period for business correspondence and then deleted.

Data transfer:

As a procurement platform, we use the cloud platform of the provider Coupa Inc. Grant Street, San
Mateo, CA 94402, USA, which is certified under the EU-US Privacy Framework and subject to the
adequacy decision of the EU commission for the USA.

6.2 Supplier management

Data collected:
For our supplier management we need the following information from you or the contact person: name,
address, contact details, VAT ID, DUNS number, payment terms, product groups/articles offered, prices

Legal basis:
The data processing is carried out for the fulfilment of the contract (Art. 6 (1) lit. b GDPR).

Storage period:
The personal contact data will be deleted after termination of the supplier relationship.

Data transfer:

As a procurement platform, we use the cloud platform of the provider Coupa Inc. Grant Street, San
Mateo, CA 94402, USA., which is certified under the EU-US Privacy Framework and subject to the
adequacy decision of the EU commission for the USA.

6.3 Sustainability rating

Data collected:
The DUNS numbers of our suppliers are transmitted to EcoVadis, a provider of corporate sustainability
assessments, to identify our suppliers. The background is the Supply Chain Due Diligence Act.

Legal basis:
The data is processed to meet legal requirements (Art. 6 para. 1 lit. c GDPR).
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Storage period:
The data will be deleted after after termination of the supplier relationship.

Data transfer:
The above data will not be transferred to a third country.

7 Video surveillance

Video surveillance systems are used at GLS Germany locations in accordance with the following
regulations. The monitored areas are marked by appropriate signs.

Data collected:
Image/video data, if applicable additional data such as camera name, date and time, linked parcel
number

Legal basis:
GLS Germany pursues the following purposes and legitimate interests (Art. 6 (1) lit. f GDPR) by the video
surveillance:

1. property protection, burglary prevention and exercise of domiciliary rights
2. security and employee protection for cash on delivery processing
3. parcel tracking incl. documentation of liability transfers

4. processing of parcel-related complaints

Storage period:
The storage period of the video recordings is 30 calendar days for the purposes mentioned under 1., 2.,
and 3. and 120 calendar days for the purpose mentioned under 4.

Data transfer:
There is no data transfer to a third country.

8 Websites of GLS Germany

8.1 Logging of IP addresses

Each time a user accesses a GLS website, data is recorded in a log file. The following data is temporarily
recorded:

e Date and time of request

e IP address or DNS name of the requesting computer
e Requested page (URL)

e HTTP answer code

e Client operating system and version

e Browser and version

The temporary storage of this data is necessary to enable the delivery of the website to your device and
to ensure the functionality of the website. With the help of anonymized data, we also gain statistical
knowledge about the use of the GLS websites. In addition, we collect the data in order to be able to trace
and prevent unauthorized access to the web server and the improper use of the websites and to secure
our information technology systems.
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8.2 gls-group.com/EN

8.2.1 Track & Trace

Data collected:

The parcel number, track ID or reference number you enter is needed to provide you with status
information about the parcel. For selected parcels, Real-Time-Tracking is available to you on the day of
delivery. In this case, you will be redirected to our http://gls-rtt.com/en page. For more information on
our Real-Time-Tracking, please see section 9.

Legal basis:
The data processing is carried out for the fulfilment of the transport contract (Art. 6 (1) lit b GDPR).

Storage period:
The parcel data is available in the tracking system for 140 days after delivery. Afterwards, they are

archived for 10 years.

Data transfer:
In principle, shipment tracking can be used from any internet access worldwide. Access from a third
country is only possible if the parcel information is retrieved from there.

8.2.2 YourGLS

Upon request, commercial GLS customers will be activated for the closed area YourGLS by their
responsible depot. Information on the processing of personal data in the closed area can be found directly
in YourGLS.

8.2.3 Searching for ParcelShops/ Depots
For searching the closest ParcelShop or GLS Depot, you need to enter the postcode. Please note that a
postcode on its own is no personal data.

8.2.4 Application form for suppliers
You can find the data protection information under point 6.1

8.2.5 GLS KlimaProtect / Sustainable Shipping

In a download area, materials such as the “"GLS Klima Protect” emblem are available for you to download
as a GLS Germany customer (consignor).

Data collected:

In order to access this area, please confirm by stating your company name and customer number that
you ship climate-neutrally with GLS Germany and that you only use these materials as part of climate-
neutral shipping with GLS Germany.

Legal basis:

By accepting the terms of use, you enter into a contract of use. The data is collected for the purpose of
implementing the contract of use (Art. 6 (1) lit. b GDPR).

Storage period:

The company name as well as the customer number will be stored in a log file for five months. GLS
Germany reserves the right to check the information during this period. After five months, this data is
automatically deleted.

Data transfer:

There is no transfer to a third country.

8.2.6 Application as delivery transport partner
The application to become a transport partner for deliveries is made via this form on our website.
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Data collected:

Surname, given hame, company, street, house number, postcode, town, telephone number, e-mail
address and information on the services you offer (existence of a business registration and/or road
haulage permit, number of employees subject to social insurance, possible areas of operation, available
vehicles according to weight class) We receive additional personal data from you through voluntary
information in the message field.

Legal basis:
Your data is stored and processed for the purpose of initiating a contract with you (Art. 6 (1) lit. b GDPR).

Storage period:

If a contract is concluded, your enquiry will be stored as a business e-mail for six years in accordance
with § 257 of the German Commercial Code (HGB). If no contract is concluded with you, your data will be
deleted after six months following receipt of your application.

Data transfer:
There is no transfer to a third country.

8.2.7 Application as long-distance transport partner
You apply for long-distance services by sending your application documents to the e-mail address named
on the website.

Data collected:
We only receive the data that you send us in the e-mail. Please note the information on the website!

Legal basis:
Your data is stored and processed for the purpose of initiating a contract with you (Art. 6 (1) lit. b GDPR).

Storage period:
If a contract is concluded, your enquiry will be stored as a business e-mail for six years in accordance

with § 257 of the German Commercial Code (HGB). If no contract is concluded with you, your data will be
deleted after six months following receipt of your application.

Data transfer:
There is no transfer to a third country.

8.2.8 Application as a driver

Data collected:

Given name, surname, e-mail address, telephone (optional), street, house number, postcode, city,
country, message (optional)

Legal basis:
The processing of personal data is based on your consent (Art. 6 (1) lit. a GDPR).

Data recipient:
Your data will be forwarded to transport companies with which GLS Germany cooperates.

Storage period:
We delete the data after six months.

Data transfer:
There is no transfer to a third country.

8.3 gls-pakete.de

8.3.1 Track & Trace
See under 8.2.1

In addition, we work with our partner Publicis Media GmbH, Toulouser Allee 3, 40211 Disseldorf,
Germany, to display advertising on our shipment tracking page on a case-by-case basis.
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Data collected:

If you have consented to data processing by the Flashtalking tool in our Consent Management Tool, your
IP address will be transmitted to servers of Publicis Media GmbH and, if applicable, its processors. The
downstream data processing is the sole responsibility of Publicis Media GmbH.

8.3.2 One-time permission of parcel deposit
You have the option to issue a one-time permission to deposit a certain parcel via our website. This
enables delivery even if we are unable to meet you in person.

Data collected:

First and last name of the recipient or company name, street, house number, zip code, city, a description
of the desired drop-off location (e.g. garage), your e-mail address, permission to deposit and
documentation by photo.

Legal basis:
The data processing is carried out for the purpose of carrying out and documenting the delivery of parcels

(Art. 6 para. 1 lit. b GDPR).

Storage period:
The data of the permission of deposit will be stored for 10 years together with the parcel data.

Data transfer:
The data collected within the framework of the permission of deposit will not be transferred to third
countries.

8.3.3 Parcel redirection and collection authority
Data collected:

Consignee data: Date, name, street, house number, postcode, city, e-mail address to confirm the
respective order.

Selection: Redelivery on the next working day, to a neighbour, to a ParcelShop or to a GLS depot.

Collection authorisation: First and last name of the authorised person, street, house number,
postcode, place of residence, first and last name of the authorising person, place, date, signature of the
authorising person.

Legal basis:

The data is required to carry out the delivery according to your wishes (time/location) (fulfilment of
contract according to Art. 6 Para. 1 lit. b) DSGVO).

Storage period:

The above data on redistribution will be digitised and stored together with the other parcel data for 10
years.

Data transfer:

The above data will be transmitted exclusively to the carrier commissioned with the delivery and, if
applicable, to the ParcelShop. Any use for other purposes, in particular the transfer to other third parties,
is excluded.

8.3.4 Registration

On the website www.gls-pakete.de you can register for a GLS customer account. This is done either by
registering with an e-mail address and password or by using an existing account on one of the following
platforms: Facebook, Google or Apple. GLS does not pass on any parcel data to the aforementioned
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platforms. GLS uses the platform accounts only for authentication. by the registration a GLS customer
account is created.

A user account is needed for granting us a permanent permission of deposit. The user account can be
used for the GLS Parcels app and the website www.gls-pakete.de.

Data collected:

During registration, the user's first name, last name and e-mail address, as well as a password and a
display name are requested and stored. When using one of the above-mentioned platforms, the
specification of a password is not required.

Legal basis:
The data is collected and stored for the fulfilment of the contract on the basis of Art. 6 Para. 1 lit. b)

GDPR.

Storage period:
The registration data is stored as long as your user account is active. To delete your user account, log in

with your account and use the corresponding option ‘Delete account’ in the account management section.
If you delete your account, the consignee address data stored in the address book is automatically
deleted as well.

Data transfer:
There is no data transfer to a third country.

8.3.5 Order process

You can configure and purchase parcel labels online. The purchased parcel labels are displayed after the
order and can be used directly. You can print the parcel labels yourself and stick them onto the parcel. In
addition, a QR code is provided that can be used to print out the parcel label in the ParcelShop.

When ordering as a registered user, you will find all your ordered parcel numbers under the menu item
"My parcels". You can also access your parcel labels under the "Parcel labels" menu item.

As a registered user you can save consignee addresses by using the menu item "Address book". You can
manually delete consignee addresses from the address book at any time. GLS Germany will only use this
consignee data if you purchase a parcel label for the respective consignee address.

Data collected:
Consignor and consignee address (first name, last name, company if applicable, street, house number,
postal code, city and country).

When using direct delivery of the parcel to a GLS ParcelShop, you have to provide the consignee ‘s e-mail
address. The consignee will receive an e-mail after delivery to the ParcelShop and can pick up the parcel
there.

If the consignee wants to be informed via e-mail about the parcel status during transport, the consignees
e-mail address must obviously also be provided. In this case the consignee can also change the delivery
options (e.g. delivery to a different address or permission of deposit).

Please note as a consignor that you may only transmit the e-mail address of the consignee to
GLS Germany with the consignee "s consent!

Legal basis:
The data is collected and stored for the fulfilment of the contract on the basis of Art. 6 Para. 1 lit. b)

GDPR.

In addition, we also process your personal data for legitimate interests of GLS Germany on the basis of
Art. 6 Para. 1 lit. f) GDPR, such as compiling customer statistics and ensuring the operation of the
website and the GLS-Pakete App.
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Storage period:
The above data will be stored in the accounting systems for 10 years. The storage period begins with the
year following the year of the parcel shipment.

Data transfer:
As part of our ordering process, we work with various service providers:

Order and shopping cart
For the creation of the shopping cart and the order processing we use the platform commercetools and
transmit the necessary data to:

commercetools GmbH
Adams-Lehmann-Str. 44
80797 Munich

For further information on data processing by commercetools GmbH, please refer to the data protection
provisions of commercetools GmbH.

Payment
For the processing of the payment we use PayPal Braintree and transmit the necessary data to the
payment service provider commissioned by us:

PayPal (Europe) S.a r.l. et Cie, S.C.A.,
22-24 Boulevard Royal
L-2449 Luxembourg (hereinafter referred to as "PayPal").

Please note that data processing in the context of payment is the responsibility of PayPal and therefore
the data protection provisions of PayPal apply.

In the event of payment complaints on your part or by us, we provide PayPal with further data. Details
about that can be found in the buyer protection information of PayPal:
https://www.paypal.com/de/webapps/mpp/ua/buyer-protection

Mail dispatch
For the sending of transactional e-mails such as order confirmations, we use the e-mail services of Twilio
SendGrid and transmit the necessary data to:

Twilio Ireland Limited

3 Dublin Landings,

North Wall Quay, Dublin 1, Dublin,
Ireland DO1 C4EO

We have concluded a data processing agreement with Twilio. It is agreed therein that our data is
processed on servers in the EU. In exceptional cases, however, data may also be processed at Twilio's
parent company in the USA. In this case Twilio secures the data transfer to the USA by Binding Corporate
Rules (BCR).

Google Maps

We use the "Google Maps" service of the provider Google LLC, 1600 Amphitheatre Parkway Mountain
View, CA 94043, USA (hereinafter "Google") to search for and display GLS ParcelShops in a map.
Corresponding map content is loaded from Google servers. By calling Google servers in the USA, there is
a possibility that Google will log and store your IP address among other data. A processing of your data
outside the European Union (EU) can therefore not be excluded. By invoking the respective sub-page (for
example, by actively clicking on the "Map" button), you give your consent for your data to be processed
by Google as described above. Further information on data protection at Google can be found at
policies.google.com/privacy.

The processing is based on your consent. The legal basis is Art. 6 para. 1 a) DSGVO and Art. 49 para. 1
a) DSGVO.
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8.3.6 Permanent permission of deposit
As a registered user, you have the option of granting us a permanent permission of deposit. This is
displayed under the item "Permission of deposit".

Data collected:

Given name and surname of the consignee or company name, street, house number, postcode, place of
residence, a description of the desired storage location (e.g. garage) , checkbox to permit the deposit
and your e-mail address.

Legal basis:
The data processing is carried out for the deposit of parcels (Art. 6 (1) lit. b GDPR).

Storage period:
The permission of deposit will be stored as long as it is valid and for 3 years after its withdrawal.

Data transfer:
The data collected within the framework of the permission of deposit will not be transferred to third
countries.

8.3.7 Contact form
See under 4.7

8.3.8 Join as business partner
Via this for you can pass on information to us needed to become a business partner.

Data collected:

Number of parcels per month, type of recipients, industry, national or international shipping, first name,
last name, telephone, email address, company name (optional), postal code, your desired date and time
for our call.

Legal basis:
If you use the contact form, the data you enter will be collected and stored for the purpose of initiating a
contract (Art. 6 (1) lit. b GDPR).

Storage period:
The enquiries are stored for six years in accordance with the requirements of commercial law (§ 257
HGB). The desired appointment will be deleted after the call has been made.

Data transfer:
There is no transfer to a third country.

8.3.9 YourGLS
See under 8.1.3

8.3.10 Searching for ParcelShop
See under 8.1.4

8.3.11 Application form for ParcelShop partners
See under 5.1

8.3.12 Proposal for ParcelShop
You can use this function to suggest us a new ParcelShop near you. You will only be notified by us if you
have given us your consent.

Data collected:
Mandatory: Street, house humber, postcode and town of the ParcelShop
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Voluntary: Name of the ParcelShop, contact person and your own contact details.

Legal basis:
The collection of data is based on our legitimate interest (Art. 6 (1) lit f GDPR).

Storage periods:
Your proposal will be deleted no later than eight weeks after receipt.

Data transfer:
There is no transfer to a third country.

8.3.13 Call back request
You can post a request for a call back via our website.

Data collected:
Given name, surname, company and telephone number, your request

Legal basis:
If you post a call back request, the data you entered will be collected and stored to process your request
(legitimate interest according to Art. 6 (1) lit. f GDPR).

Storage period:
The request will be stored as a business e-mail in accordance with § 257 HGB for six years.

Data transfer:
There is no transfer to a third country.

8.3.14 Become a technology partner
If you would like to become a GLS technology partner, we need certain information from you. You will
then be contacted by e-mail or telephone if necessary.

Data collected: Approximate number of GLS customers/expected potential, approximate number of GLS
parcels per month, company name and contact person's title, given name, surname, e-mail address. In
addition, telephone number and free text can be entered voluntarily.

Legal basis: If you use the contact form for technology partners, the data you enter will be collected and
stored for the purpose of processing your enquiry (legitimate interest according to Art. 6 (1) lit. f GDPR).

Storage period:

If a contract is concluded, your enquiry will be stored as a business e-mail for six years in accordance
with § 257 of the German Commercial Code (HGB). If no contract is concluded, your data will be stored
for a maximum of 3 years and then deleted.

Data transfer:

There is no transfer to a third country.

8.3.15 GLS Parcel Configurator

The GLS Parcel Configurator helps consignors find the perfect shipping solution quickly and easily in just
four steps. Accessible at any time, the various shipping options and service benefits from the GLS
portfolio are clearly presented.

Data collected:

If you use the GLS Parcel Configurator on gls-pakete.de, we require the following information from you:
Core business, industry, shipping method, parcels/month, surname, first name, telephone, email
address, postcode.

Optional: Company name
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Legal basis:
The data processing is carried out for the implementation of pre-contractual measures (Art. 6 (1) lit. b
GDPR).

Storage period:

The data entered is not temporarily stored on the website, as the information is sent directly by e-mail to
the responsible sales department. Should a contract be concluded, your enquiry will be stored as a
business e-mail for six years in accordance with § 257 HGB. If no contract is concluded, your data will be
stored for a maximum of 3 years and then deleted.

Data transfer:
There is no transfer to a third country.

8.3.16 GLS Partner Finder

Interested parties will find an overview of GLS integrations in software partner solutions such as (e-
commerce) ERP systems as well as shop and shipping systems. In addition, useful information on the
respective GLS connection is available with one click, which also benefits customers who already use a
software solution.

Only the search terms from the partner search, i.e. the partner names entered, are saved. These are
used to analyse the use of the Partner Finder. This is not personal data.

8.3.17 LivePerson

On some subpages of our website we use the conversational cloud tools of the provider LivePerson
Germany GmbH, P3 1-3, 68161 Mannheim, Germany.

Data collected:

The following data is collected:

1. IP address of the user

2 Referring URL

3 Search engine used

4, Used search engine keywords

5 Indicator for returning visitors incl. number of visits
6 Previous chats and/or message transcripts

For more information on data collection and processing, please refer to LivePerson's privacy policy:
https://www.liveperson.com/policies/privacy/

Legal basis:

The data will be processed on the basis of your consent (requested via the cookie consent dialog) in
accordance with Art. 6 (1) (a) GDPR.

You can revoke your consent at any time with effect for the future. Your withdrawal will not affect the
lawfulness of the processing up to the time of withdrawal.

Storage period:
The storage period for the above data is 13 months.
Data transfer:

The above data may be transferred to countries outside the EEA. To secure these transfers, we have
concluded the current EU Standard Contractual Clauses with the provider. A copy of the concluded EU

Page 20 of 57



Parcels to People

Standard Contractual Clauses will be provided to you on request. Please contact datenschutz@gls-
germany.com for this.

8.3.18 Trustpilot rating

In the redirection process on gls-pakete.de, you can indicate that you would like to receive a Trustpilot
review invitation. In this case, Trustpilot will contact you via e-mail on behalf of GLS Germany to invite
you to evaluate the delivery and to collect your feedback in order to improve our service. GLS Germany
may also use such reviews in anonymised form for advertising purposes.

Data collected:

Consent to leave a review, name, e-mail address and reference number (order number and parcel
number)

Legal basis:

The legal basis for the processing of your personal data in the context of the review invitation is Art. 6
para. 1 lit. a) GDPR.

You can revoke your consent at any time with effect for the future. Your revocation does not affect the
lawfulness of the processing up to the time of the revocation.

Data recipients:

As we work with Trustpilot A/S ("Trustpilot") to collect customer feedback, we will share your name,
email address and reference number (order number and parcel number) with Trustpilot for this purpose.
If you would like to learn more about how Trustpilot processes your data, y